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Information technology services, as they mature, have given rise to a coherent 
field of Information Technology Service Management (ITSM) that aligns information 
technology with business processes. Information Technology Infrastructure Library, 
(ITIL) is one of the most popular set of guidelines to inform the transformation of 
existing IT service processes for organizations in both the public and private sectors, with 
maturing implementations across the globe and a steady evolution through three versions 
from its initial publication. However, rising knowledge about ITIL and still-flourishing 
implementation of ITIL informed processes coexists with continued uncertainty about 
both ITIL’s practical meaning for organizations and its effectiveness.1 2 Disciplines 
studying information systems continue to fill the gaps between practical implementation 
on one hand, and practical processes on the other. Successful implementation, in the 
terms of ITSM, must result not only in real benefits to the organization in terms of 
efficiency and effectiveness, but in IT service processes that are both suited to an 
organization’s business and flexible enough to adapt to changing technology and resource 
availability without demanding constant overhaul. Thus, the real processes that ITIL
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creates are the fruits of the labor of ITIL implementation, and one should consider the 
two in tandem. 
 This exploratory study focuses on two experiences during the eight-year-old, still-
maturing ITIL-guided service transformation in the State of North Carolina. First, ITIL 
will be described generally and the ITIL guidelines for one process, change management, 
will be fleshed out. A review of the literature on ITIL implementation will demonstrate a 
still small but quickly growing field of work on challenges and critical success factors for 
ITIL implementation, and suggests that this work should be aligned to examples of real, 
ITIL-guided practices in an organization. The study  has demonstrated the result of 
critical success factors in the transformation of processes during an overall IT 
consolidation under a policy mandate to conserve resources in IT in the State, and 
compares a department where consolidation has already begun with one that has yet to be 
consolidated, using the early implementation of ITIL-guided change management 
processes in the former to the yet-to-be-transformed change management processes in the 
latter. The study has investigated the real processes that result from ITIL implementation 
in change management within the state, with critical success factors during 
implementation as the context for those processes. Thus, a combined narrative of 
implementation and process has been presented for each department, with visual 
diagrams to follow the change management process. Finally, implications have been 
drawn from the processes described to inform ongoing implementation, focused on the 
public sector. 
 
 
3 
What is ITIL® Change Management? 
 Information Technology Infrastructure Library (ITIL) is a popular information 
technology (IT) process standard originally developed in 1987 for use in United Kingdom 
government agencies by the U.K.’s Central Computer and Telecommunications Agency 
(CCTA).
3
 ITIL is now maintained as a series of “best practices” documents by the Office 
of Government and Commerce, with an official user organization, itSMF USA, dedicated 
to promoting and advancing best practices in IT service management (ITSM).
4
 ITIL has 
advanced through versions: its original incarnation, version 2, version 3, and ITIL 2011. 
Version 2 focused primarily on processes, while Volume 3 augmented this with a 
perspective on business value.
5
 In 2004, 30 percent of global companies had adopted 
ITIL, with expectations that 60 percent would have adopted ITIL-informed practices by 
2008.
6
 
 ITIL’s best practices, contained in a series of ITIL books maintained by itSMF, 
follow a process model-based view of controlling and managing IT operations, describing 
a continuous lifestyle of processes to organize and improve IT services aligned with 
business processes.
7
  ITIL's guidelines describe implementation for IT service 
management (ITSM) - simply put, this means that information systems are handled as a 
service for clients, even when the “clients” are within the same public or private 
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organization as the provider of services.
8
 ITSM (and ITIL version 2) thus focus on 
processes which define the client-customer relationship for a given IT service; ITIL 
version 3 extends this focus to deliverables expected by the customer. ITIL further 
distinguishes customers who fund and commission IT services from users who use the 
services on a day-to-day basis, and categorizes processes based on this distinction.
9
 
 Processes primarily concerned with users include (among others) change 
management, which ensures that changes to the IT system (hardware, software, 
databases, etc.) are “evaluated, approved, controlled, tracked and implemented safely 
without side effects to the quality of the service itself,” including segregation of duties, 
rollback procedures, and other measures.
10
 In layman's terms, change management is a 
process that, if implemented correctly, allows for changes to information technology 
(hardware, software, etc.) that minimize disruption of business (the work of users) that 
depends on what is being changed.
 11
 
 
ITIL-informed Change Management 
 Change management under ITIL has three main purposes: “to ensure that 
standardized methods are used for the efficient and prompt handling of all changes, that 
all changes are recorded in the Configuration Management System and that overall 
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business risk is optimized.”12 ITIL places change management under the heading of 
service transition, or putting new processes into operational use.
13
 Implementation 
requires not just putting an application into play for 'normal' use, but also addressing 
issues of unusual or negative impact, specifically important for change management. 
 Change management will often be facilitated through a reporting system that 
retains audit-ready records of approvals and other aspects of implementation. This 
usually means software that allows authorized IT personnel and managers to report and 
track information about the change at every step: proposal, approval, implementation, and 
the means by which controls are satisfied, creating a record that may be reviewed and 
audited as necessary to analyze both the change and the process. 
 Here a hypothetical example will be illustrative: a series of “incidents” of 
disruption to a business process from a software bug might be reported upward to 
information technology specialists who provide IT services to a public sector department, 
through an incident reporting system (software and corresponding processes that create a 
ticket for each incident). While each of these incidents will generally have its own 
process and report under a process of incident management, solid ITSM processes will 
identify when and where a change to IT might alleviate the problem. When such a change 
to information technology is identified by IT providers – in this case, perhaps an 
enterprise-wide software update – the change management process begins. 
 The proposed change is submitted as a Request for Change (RFC) evaluated by a 
change management “owner” (person with responsibility for the process) who uses 
                                                 
12
 Cartlidge, A., Hanna, A., Rudd, C., MacFarlane, I., Windebank, J. and Rance, S. 
(2007). An Introductory Overview of ITIL® V3. itSMF Ltd., London: UK, 25. 
13
 United Kingdom Office of Government Commerce (2008). ITIL Key Element Guide: 
Service Transition, 35. 
6 
information provided by the person(s) proposing the change. An approval process can 
help to ensure buy-in from key stakeholders, as authorized by customers (in the public 
sector, usually by legislation and policies from executive-branch offices), and by all IT 
personnel identified in the process as necessary to approve a RFC. As this process 
uncovers possible effects of the change on impacted systems through a standard and 
repeatable process of inquiry for each change and requires approval by those with 
detailed knowledge of impacted systems, it works to prevent potential security or stability 
problems during or after the change: those with knowledge of the systems to be impacted 
can discover potential security or stability problems before they occur, using their prior 
knowledge, and communicate any problems they foresee to the Change Advisory Board 
so they may be addressed before the change can be put into production. Usually, the RFC 
will be reviewed in a weekly meeting by a Change Advisory Board (CAB). Which CAB 
reviews the RFC depends on its potential effects, scope, risks and urgency, with “urgent” 
CABs meetings as needed for changes that must be implemented quickly and regular 
CAB meetings discussing and approving most RFCs. Emergency changes may be 
implemented immediately as needed – albeit only for RFCs needed to prevent key 
business processes from being interrupted – and then brought to a CAB for discussion 
and approval in the following week. 
 If it is not such an emergency, the change itself will not be immediately 
implemented in a sound, ITIL-informed process: controls will have been implemented to 
ensure that the change happens in a time and manner that will not disrupt crucial business 
processes. In this example, perhaps the change will require downtime for systems that 
must be available during the business week, so the IT provider will schedule the change 
7 
for a weekend period when users will not require access to the system. Other controls 
include rollback procedures: effective change management will require that every RFC 
identifies, if possible, how to return the IT system to its previous state if the change 
proves to be disruptive or otherwise unneeded – here, rollback procedures reported for 
the change might include how to return the software to a previous version. Changes must 
also be tested in a controlled environment before full implementation to optimize risk 
when fully implemented. 
 
Challenges in Implementation and Critical Success Factors 
Implementation of new, service-oriented processes, like any large project, 
requires a sufficient (and ongoing) allocation of resources and may encounter 
organizational resistance.
14
 Success at even partial ITIL implementation in case studies 
has involved heavy investment in both formal training and spreading awareness of ITIL 
within the organization.
15
 The involvement of outside consultants can  cause friction 
between consultants and new processes on one hand, and internal personnel and the 
existing practice for processes on the other - one private sector organization in a previous 
study reported that consultants’ “heavy-handed” approach, necessary to ensure proper 
implementation, led to their identification as “hated” and even “process Nazis” among 
staff.
16
 Challenges persist throughout the ongoing project of implementing new 
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processes; such comprehensive projects may be in danger of dying out at any point 
without commitment by managers at different levels.
17
 
The implementation of service-oriented processes carries additional challenges 
because it usually requires that transition to new processes be carried out while IT offices 
and departments continue to provide previously-expected levels of service to a number of 
customers that stays the same or even grows during implementation. ITIL best practices 
are linked to business-oriented Key Performance Indicators (KPIs) that may be different 
than internal metrics used by IT departments.  Thus, they may require comprehensive 
changes to existing processes in order to provide both services and metrics to measure 
them, including the introduction of new software tools and new workflows so that, for 
instance, change management processes keep track of changes, their proper approval and 
testing, rollback procedures, success and failure rates, and other parts of repeatable and 
traceable processes through ticketing systems.  
Personnel responsible for these processes may feel that the new procedures, as 
well as their implementation, interfere with the service they are currently providing; 
logging and documenting calls and tickets through service-oriented processes may be 
seen as barriers to efficiency.
18
 Standardization of processes may disrupt existing 
personal relationships between IT service delivery personnel and customers who are used 
to communicating with each other directly without the involvement of other processes, 
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and for that reason result in a temporary drop in customer satisfaction.
19
 Even with well-
defined processes, success in implementation may be circumvented by employees who 
choose not to follow the new processes of their own accord.
20
 The challenge is not just to 
create processes and ensure proper recordkeeping but to effect changes to the culture of 
an organization that will result in long-lasting changes to the processes supported by that 
culture and keep them in place.
21
 
 Implementation of ITIL practices is an iterative process that must adapt as needed 
if processes for implementation are ineffective or if the ground shifts underneath 
implementation, while also remaining grounded and connected to key stakeholders in the 
process including both customers and those delivering services. Challenges to these 
foundations include the policy-driven nature of public sector implementations. A case 
study of a British government agency implementing new IT and business processes using 
ITIL best practices concluded that, due to shifting policy objectives external to the 
organization being established, key original objectives such as electronic data-gathering 
were “so compromised that the emerging picture was almost diametrically opposed to the 
vision and indeed to some of the precepts on which elements of the system design had 
been based,”22 a stark warning of the perils of challenges and risks that may be 
overlooked at the start of implementation.  
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 Critical success factors work as the counterbalance to potential challenges that 
organizations may face. Successful implementation of service-oriented information 
technology management generally, and implementation of ITIL best practices 
specifically, depends on a number of factors previously identified in the literature 
regarding ITIL implementation, which is still small but continues to grow as ITIL 
implementations outside of ITIL’s ‘home turf’ in the United Kingdom’s government 
begin to mature. A 2005 survey of IT-related personnel from organizations from 
Australian and New Zealand implementing ITIL identified reported success factors: a 
strong commitment from senior management; an active “champion” for ITIL processes 
within the organization; an understanding of business requirements; a strong commitment 
by an implementation team, and ITIL training provided to IT staff.
23
 A study of Swiss IT 
directors and departments identified success factors for implementation of service-
oriented IT management as: a definition of IT management processes reasonable for that 
organization; management attention and acceptance; high-quality project management 
combined with an adequate budget; good understanding of processes by staff; and 
transparent verification and tracing of success within the project.
24
 A longitudinal study 
of an IT department in an academic setting implementing service-oriented IT 
management identified as success factors: a strong recognition beforehand of a need for 
improving processes; a transparent process of implementation; training and expertise; 
                                                                                                                                                 
Retrieved May 25, 2013 from 
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participation across the organization; a methodology that is both standard and flexible for 
process change; and the production of deliverables only at group meetings where they 
could be reviewed and understood by stakeholders.
25
  
On the basis of this work, further success factors have been discovered for 
service-oriented process implementations that specifically apply to ITIL implementation 
within the public sector. Four in-depth case studies within both public and private sectors 
in Australia and the U.S. uncovered additional success factors for ITIL implementation: 
the use of virtual project teams; careful selection of software to handle processes; use of 
consultants; interdepartmental communication and collaboration; focus on business 
processes first before tools are selected and implemented; and metrics that reported 
success of processes in terms that would be important and understandable to customers 
(rather than in terms of the implementation of technical solutions).
26
 Surveys of IT 
experts in the Norwegian armed forces regarding success factors for ITIL implementation 
ranked top choices including: ownership of implementation and decision to implement 
carried out by senior management; the identification and participation of key personnel; 
starting with and prioritizing a few ITIL processes where there are opportunities for quick 
success; and up-front transparency for trained personnel and customers alike about what 
ITIL is and why it is being implemented.
27
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Table 1. Previously identified Critical Success Factors (CSFs). 
Critical Success 
Factor 
Cater-
Steel 
(2006) 
Hochstein 
(2006) 
Iden (2009) Pollard 
(2010) 
Iden(2010) 
Commitment from 
senior management 
     
Champion for change      
Understanding 
business requirements 
     
Strong team 
commitment 
     
ITIL training for IT 
staff 
     
Reasonable definition 
of processes 
     
Project management 
and budget 
     
Recognized need for 
improvement 
     
Understanding of 
processes 
     
Transparent 
verification of 
success 
     
Transparent 
implementation 
     
Participation across 
organization 
     
Standard 
methodology 
     
Production of 
deliverables only at 
group meetings 
     
Virtual project teams      
Software selected      
Use of consultants      
Interdepartmental 
collaboration 
     
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Table 1. Previously identified Critical Success Factors (CSFs). (cntd.) 
Critical Success 
Factor 
Cater-
Steel 
(2006) 
Hochstein 
(2006) 
Iden (2009) Pollard 
(2010) 
Iden(2010) 
First focus on 
business processes 
     
Metrics for 
customers 
     
Identifying  key 
personnel 
     
Prioritizing 
potential “quick 
wins” 
     
  
Many of these success factors can be grouped based on common traits. The 
leadership of management at the highest level, such as the chief information officer, from 
the very beginning of the process has been repeatedly identified as a success factor for 
implementing service-oriented changes to processes.
28
 The support of management is 
necessary to exert pressure to change existing processes and sustain implementation.
29
 
Top-level management provides not just a leadership role but also a perspective 
concerned with the potential for long-term benefits; this perspective is necessary for such 
an organization-wide shift in processes and culture.
30
 Strong leadership by management 
may serve to mitigate the lack of other identified success factors: in one organization 
studied previously, risks related to continuity for ITIL implementation arose because of a 
lack of a project manager, but were “overcome . . . through very strong and explicit 
direction from senior management.”31 Comments by IT experts involved in ITIL 
implementation in the Norwegian public sector emphasized that committing resources 
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needed for successful implementation depended on a formal and binding decision by 
senior management to formalize the goals for the implementation and see it through.
32
 
Overall, as reviewed above, those studied in the literature tended to identify 
organizational success factors more often than technical aspects such as choice of 
software, and strong leadership by top management was among the most commonly 
identified factors. 
Clear channels for communication is another grouping suggested by success 
factors that encompasses both communication within the organization and proper 
pedagogy, that is, the introduction of ITIL best practices through effective training that 
allows for the creation of concrete processes through shared language. The creation of 
intellectual capital, representing the knowledge and knowing capability of an 
organization, depends on both shared knowledge and shared narratives
33
; strategic 
alignment about information systems within an organization depends on shared 
organizational understanding, which, in turn, depends on shared language.
34
 These 
findings suggest that factors such as education and clear communication between an 
organization’s departments cannot be wholly separated: communication happens 
simultaneously with establishment of a baseline of shared knowledge and shared ways to 
discuss it, with each contributing to the other. A 2009 study showed that even as ITIL 
processes continue to mature, there is ongoing confusion as to the definition of IT 
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services among IT systems managers.
35
 It is therefore unsurprising that broad training 
works in favor of ITSM framework implementation when combined with enforcing 
personnel development through required training.
36
 Success can be attributed not just to 
clear communication of what IT service management processes are and what they will 
mean for future practice, but also to clear communication and transparency for how new 
processes will be implemented
37
, clear communication of the impetus for 
transformation
38
, the transparent creation of work products in full view of those involved 
with them
39
 and ongoing communication between different departments and offices.
40
 
The nature of ITIL as an iterative, cyclical process necessarily means that to realize the 
benefits of communication during the process, there cannot be a beginning or end to 
effective communication. 
 
Research Design 
 
Research question: How has ITIL-informed change management transformed IT 
service processes within the case of the State of North Carolina  in the context of 
critical success factors for implementation? 
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 This case study of ITIL-informed service process implementation in the State of 
North Carolina sought to provide a concrete review of on-the-ground practices: the actual 
day-to-day service (business) processes that result from a structured implementation of 
ITIL best practices in a single process, described in detail and in the context of success 
factors for ITIL implementation. As reviewed above, much of the existing academic 
literature consists of studies of IT managers and others regarding what they perceive as 
success factors in ITIL implementation, with steady progress toward a refined common 
set of critical factors for success. There is less to be found that demonstrates business 
processes, step-by-step, that result from implementation of these best practices, 
comparing them to prior processes, while considering implementation critical success 
factors (CSFs) as the historical context for the transformation of those processes (as has 
been assumed in literature to date), especially in English-language literature. ITIL is not a 
prescriptive body by definition
41
 and thus implementation will best proceed along the 
lines and pace of existing business needs (and processes to be transformed), with varying 
needs resulting in varying implementation across different organizations. However, deep 
understanding of business processes still depends on the continuing codification of tacit 
or hidden knowledge into concrete understanding.
42
 Professional materials for training 
note that there is no such thing as “ITIL-compliant” because ITIL is not a set of rules,43 
but this fact does not diminish the usefulness of practical investigation of what ITIL-
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informed processes organizations have wrought in the context of success factors. 
Replicable ITIL success in particular environments such as state governments may be 
aided by a combination approach that relates successful implementations in practice to 
the reported factors for success. Similarly, capturing a comparison of departments within 
the same larger organization that have mature ITIL-informed processes with those that 
have yet to implement those processes, but will do so in the context of the same training 
regime and under the same organization-wide plan, provides a ‘snapshot’ of this dynamic 
process. 
This paper takes the executive-branch Department as its unit of study. The nature 
of ITIL implementation for business processes within the State’s government offices is 
part of a multi-phase, gradual IT Consolidation Plan under a central CIO office with a 
legislative mandate, with progress broken down by transition to be completed for a set of 
specified departments and agencies in each phase. Seventeen departments and agencies 
are covered by previous or current phases, with the rest intended for future 
implementation. Of these departments and agencies within the State, twelve were 
contacted seeking feedback based on the relative maturity of their processes in the Plan; 
four responded positively, all executive-branch agencies, with three responding within a 
window of time that allowed for inclusion within this study, including the State’s central 
IT office which plays a crucial part in implementation. A shifting policy environment due 
to recent elections may have complicated participation for many departments and 
agencies, but those studied in-depth were on opposite sides of the divide between ITIL-
informed process implementation and previous processes, giving the varied perspective 
necessary for a deep, if not broad, investigation. 
18 
Change management was selected as the process to study because of its ubiquity 
as a goal for process transformation in even the earliest stages of ITIL implementation for 
many organizations found in the literature.
44
 Change management was also one of four 
ITIL-informed processes that were specifically outlined in the ITIL portion of the IT 
Consolidation Plan for the state.  
Information was gathered by conducting interviews with IT managers in each 
department and office using semi-structured interviews to stimulate open discussion 
about change management process implementation and discover the day-to-day processes 
that were implemented.  An interview with a former state official involved in the earliest 
stages of ITIL implementation regarding its genesis and high-level strategy within the 
State was also conducted. Potential participants were identified through online research 
and consultation with faculty at the University of North Carolina’s School of 
Government, within the scope of IT managers and administrators who were involved 
with change management processes as “point persons” or who had been involved with 
ITIL implementation for those processes. Participants were contacted by phone or email 
using a script preapproved by a University of North Carolina Institutional Review Board 
(IRB) and consented to in-person or telephone interviews. All of the interviews except 
one were conducted one-on-one; the exception included the researcher and two IT office 
administrators in an in-person interview. Documents were either offered in print form by 
interview participants or retrieved from the Web sites of departments and offices; the 
State’s government maintains repositories of publicly available documents on its website.  
Interview subjects were asked the following questions: 
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1) Were you working in your current role during any of the ITIL training and 
implementation in business processes for change management over the last few 
years?  
 What parts were already completed when you first entered your role? 
What parts of the process had yet to be implemented/trained? 
 How did implementation begin, and how did it proceed? 
 Have business processes for change management been revised over your 
tenure? Have you provided input for any such changes? 
 What did you consider the most important thing to achieve in 
implementation? 
 What did you consider necessary or indispensable to achieve for 
successful implementation? 
 
2) When was the most recent time that your agency worked through the change 
management process (to update software, begin using new equipment, etc.)?  
 Describe how you perceived the change management process for this 
particular change from beginning to end. 
 Describe how you communicated with the help desk/IT services during the 
process. 
 What type of change was it (emergency, planned, etc.)? 
 Was it linked to a reported problem from your department that went 
through the help desk?  
 Did your department utilize help desk services during that time? Was this 
use by management, yourself or others within the department? 
 
3) Describe the structure within your department for initiating and implementing a 
change to information technology. 
 Who usually initiates such changes? Agency/department management? 
State ITS? A combination of the two? 
 Who usually introduces changes to information technology as potential 
solutions? State ITS? Those within the department? 
 Is input sought from those in the department using the technology that is 
undergoing the change management procedure, whether for minor or 
major changes? If so, how has this affected the efficiency and 
effectiveness of change? 
 
4) Do you have any other thoughts about ITIL implementation or change 
management? 
 
Information from interviews was supplemented through document coding and 
analysis of publicly available documents and interview notes following a textbook model 
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for qualitative research offered in Saldana (2009).
45
 Coding is described therein as a way 
of codifying the content of qualitative data such as interview notes and documents for 
categorization and further investigation. A preliminary set of 15 alphanumeric codes was 
created based on a consolidated list of Critical Success Factors (CSF) from the literature 
as identified in Pollard (2009) and supplemented by additional CSFs identified in Iden 
(2009). These codes were designed to capture mentions of previously identified CSFs in 
the literature within interviews and documents.  
Saldana (2009) recommends manual coding for research projects with a relatively 
small number of participants and limited resources for the researcher and a cyclical 
process where codes are refined and documents are recoded as patterns are discovered. 
Documents and interview notes were coded by hand by the researcher immediately 
following the interview or document retrieval, and then recoded by hand after codes were 
revised to better identify common traits that emerged under the categories of leadership 
and management and education/communication as described above. Because the number 
of interview participants was small, offering a deep but not broad look at ITIL 
implementation and processes, potentially misleading statistical analysis of codes and 
categories was eschewed – the sample of participants was small, not representative and 
potentially subject to selection bias.  Nevertheless, common patterns emerged from 
counts of codes that appeared and are presented below in deeper discussion.  
The emphasis in this study was on uncovering the details of change management 
processes as step-by-step business processes, and it is not intended to be a representative 
or conclusive survey of Critical Success Factors (a goal achieved elsewhere by broader, 
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multi-organization surveys). Rather, coding and review of documents and interviews for 
CSFs based on those broader studies is intended to connect the findings of those studies 
to facts on the ground in the government of the State of North Carolina and provide 
implementation as a context for the processes portrayed in the study. Opportunities still 
exist for broader studies that may confirm or disprove the preliminary discoveries made 
regarding Critical Success Factors for ITIL implementation in the state.   
 
ITIL Implementation in the State of North Carolina 
 The State of North Carolina is a public-sector (government) organization with a 
central IT office, State ITS, whose services reach over 6,000 devices, including PCs and 
mobile devices. According to respondents in interviews, ITIL implementation began in 
2005 – its specific intended effects regarding change management was an attempt to 
improve communication regarding changes and their impact across the organization and 
within particular departments. Implementation has occurred to date under a multi-phase, 
statewide IT Consolidation Plan under the State Chief Information Officer (CIO) based 
on enabling legislation. According to interview participants, ITIL implementation has 
been identified by the State not as a finite project but as part of the business of IT 
throughout the state, with continual service improvement as the goal, recurring to keep 
processes up to date, efficient given shifting resource constraints and properly 
communicated throughout the organization. 
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 On July 6, 2003, the Governor of North Carolina signed into statute Session Law 
2003-284, an appropriations bill enacted as the 2003 Budget Act.
46
 It tasked the Office of 
State Budget and Management (OSBM) with conducting a study designed to identify 
deficiencies and recommend efficiencies in information technology for State agencies
47
: 
 
SECTION 21.1. The Office of State Budget and Management (OSBM) shall 
conduct a study of information technology (IT) expenditures across all of State 
government, with focused attention to identification and elimination of 
duplicative IT expenditures, operations, and inventory, to identify and recommend 
potential cost savings and efficiencies in State agency IT operations. In this study, 
OSBM should address the following questions:  
(1) Is State government's IT budgeting and organizational structure the 
most efficient approach? 
 (2) What alternative IT budgeting and organizational structures could help 
North Carolina realize cost savings?  
 
This law was preceded by S.L. 2003-172, ‘Study IT Legacy Systems’, which amended 
the State’s General Statutes to direct the State’s Information Technology Services office 
(ITS) to ‘develop a plan to ascertain the needs, costs, and time frame required for State 
agencies to progress to more modern information technology systems.’48  
Enabling legislation for consolidation of information technology was passed in 
2004 with S.L. 2004-129, ‘Improve State IT Efficiency & Proj. Mgm't’49 with a follow-
up report on progress issued from the Office of State Budget and Management in 2006 
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outlining the to-date consolidation of infrastructure, business processes, contract 
management, and IT department management and future plans for further consolidation.
50
  
Finally, and most significantly for current ITIL implementation, in 2009, S.L. 2009-451, 
"Current Operations and Capital Improvements Appropriations Act of 2009", was passed, 
with continuing consolidation defined thus:
51
 
SECTION 6.19.(a) The Office of State Budget and Management (OSBM), in 
conjunction with the State Chief Information Officer (State CIO), shall continue 
to consolidate State government's information technology infrastructure where a 
statewide approach would be more economical, reduce security risks, or minimize 
potential disruption to services. In carrying out the consolidation, the Office of 
Information Technology Services shall utilize the authority set out in G.S. 
147‑33.83. 
 
(General Statute 147-33.83 “gives ITS the authority to establish and operate information 
resource centers and services to serve two or more departments on a cost-sharing basis if 
State CIO, in consultation with OSBM, decides it would be more efficient and 
economical.”)52 The State CIO (SCIO) office directly identifies Section 6.19.(d) of the 
Act as the Strategy for its current IT Consolidation Plan.
53
 The section reads as follows: 
SECTION 6.19.(d) In setting consolidation priorities, OSBM and the State CIO 
shall target IT infrastructure issues that pose significant risk to agency operations 
or data, or that provide opportunities for immediate cost savings to the State. 
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 In practice, this translated into a multi-phase plan to gradually consolidate the 
multiplicity of systems and related help desk services across different State agencies into 
a more centralized, responsive customer service-oriented system; 5 agencies were 
targeted for Phase I, 7 agencies for Phase II, and 5 agencies for Phase III, with 
subsequent phases to follow to continue consolidation across remaining agencies.
54
 In-
scope areas for the plan include PC environment (including hardware, peripherals and 
software), hosting (server) environment, network environment (WAN, LAN, etc.), IT 
security, and service desk “including 24x7 coverage for all ITS-related incidents and 
changes”.55 According to a former state officer responsible for implementation of 
recommendations to update IT systems and improve the efficiency of State IT services, 
there was a clear mandate from the legislature to consolidate IT services across 
the board. There were the same issues with service delivery. The conversation 
around service had to be improved, and there was a need for customer service 
language to be standardized. 
 
According to the former state officer, IT service as it existed then was focused primarily 
on metrics concerning technology and IT systems instead of those most intelligible to 
agencies and departments as customers seeking IT services. There was, for instance, no 
standard definition of or requirements for service-level agreements (SLAs) across 
agencies, which led to potential inconsistencies between IT services. 
 According to a high-level source then within the office of the State of North 
Carolina Chief Information Officer (CIO), the office selected ITIL Version 2 as the set of 
best practices for the service desk to adopt in order to fulfill three internal goals: 1) to 
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provide a basis for repeatable processes of service delivery; 2) to bring customer focus 
into service-delivery organization; 3) to provide common language to discuss 
requirements and the value of performance for IT services.  The ITIL set of best 
practices, at this point, was based in the 2000-released ITIL Version 2, which was 
focused on business processes (and led to the development of UK national (BS 150000) 
and international (ISO/IEC 20000) standards).
56
 The discipline of service-level 
management in ITIL Version 2 focuses on the service level agreement (SLA) as the basis 
for delivery of IT services in quantity, quality, performance and availability
57
, addressing 
the gaps the office of the CIO identified in the State’s IT service processes pre-
consolidation. 
 As the ITS Office would provide IT services for many different agencies within 
the State under the IT Consolidation Plan, service level agreements required definition to 
provide consistent standards for the delivery of services and the definition of value. For 
example, expectations for the time in which services would be delivered were not 
previously standardized across departments - whether a change might be implemented in 
two days, three days, or more. Interview participants from both State departments and 
those who had been involved from the office of the CIO stressed that before such 
standards could be realistically set, there needed to be a common conversation to define 
metrics of performance. ITIL training and implementation provided a ‘vehicle’ for this 
conversation that would result in measureable and accountable standards against which 
IT service delivery could be measured, fulfilling legislative mandate. A participant from 
the State CIO office noted that there was also an attempt to “change the culture” of IT 
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services, and the discourse centered on ITIL training would provide both common 
language and a venue in which to use it to achieve tangible results across ITS and 
agencies.  
The implementation was top down - the chief operating officer (COO) led a 
coordinated training program that trained from 1400 to 1500 ‘customer’ agency 
personnel in ITIL processes during the first two years of ITIL implementation. Services 
for training and consultation were provided by contractors from a global supplier of IT 
service management education and consulting services that specializes in ITIL 
frameworks and has provided services for ITIL implementation since its initial 
publication in 1989. As previously discussed, implementation of ITIL-informed best 
practices as actual processes proceeded as part of a multi-phase consolidation plan 
spearheaded by high-level officials within the State CIO’s office, according to a specific 
legislative mandate. The official within the CIO’s office stated that ITIL implementation 
for change management and other processes was portrayed in training not as a one-time 
project, but as a continuous process of service improvement that would persist and revise 
processes when needed. 
Participants reported that ITIL training for the State of North Carolina provides an 
opportunity to develop both a shared language and shared understanding regarding IT 
services among the CIO, ITS, and consolidating IT offices from State agencies, and a 
chance to use that language in a formal setting to achieve concrete goals. Within the State 
of North Carolina’s ITIL implementation, this shared understanding included 
reorientation of discussion of IT service. A former CIO official stated that the shift he 
observed was “from anecdotes to speaking about numbers” within months of beginning 
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ITIL training, according to a former CIO official. For the State CIO office, metrics also 
allowed for measurement of success in putting best practices into play at the two-year 
mark, including measurement of preapproval of IT changes by managers of IT processes 
and success in implementation of individual changes to IT systems. Common language 
also helped define processes such as change management in a common way that aided 
communication with vendors both internal and external. When implementing a new 
ticketing system to flag service needs and track changes to software and hardware, the 
State was able to provide information about system requirements needed by the software 
vendor in less than a third of the time the vendor estimated would be needed to gather the 
information.  
 
The Story of a Change: ITIL-informed Change Management as Practiced by Two 
State of North Carolina Offices 
  The first Department studied was a State Department under the executive branch 
that had implemented ITIL-informed change management processes as part of Phase III 
of the IT Consolidation Plan. Implementation thus occurred after two previous groups, 
totaling 12 State agencies, carried out their initial phases of the IT Consolidation Plan and 
offered feedback to the State CIO’s office.   The dedicated IT offices for the Department 
cover more than 200 servers in the Raleigh area and employ more than 500 full-time 
equivalencies (FTE), including more than 100 contractors. Multiple IT divisions are 
organized under a Department CIO who reports to the Department’s Chief Operating 
Officer (COO).  ITIL training for the Department occurred over the years of 2007 and 
2008, and culminated in a specific, named and CIO-championed project within the 
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Department for implementing ITIL-informed processes for Incident Management, 
Problem Management, Service Level Management and Change Management, as laid out 
in a 2008 biennial IT plan (following the schedule for Phase III of the IT Consolidation 
Plan). The project resulted in a detailed document
58
 used by the Department for 
submission and review of requests for change with detailed business processes outlined 
for the consolidated change management process. 
 As this Department’s change management processes are being integrated under 
the IT Consolidation Plan, studying the Department also required study of document and 
interview notes for the State ITS office. Under the IT Consolidation Plan, for each 
agency, applications, web and database servers are hosted at ITS data centers, while 
infrastructure that remains with the agency is remotely monitored and managed, and 
incidents and change requests for ITS-related services and ITS-managed hardware is 
handled through ITS policies. Processes for change management and other services are 
required to adhere to ITS’s published ITIL standards, while implementation of IT 
consolidation is a team effort of ITS and the agency.
59
 ITIL training for ITS began in 
2005 with a foundation course on ITIL Version 2, and every ITS employee went through 
a 3-day course followed by a comprehensive exam. This was supplemented by 2008 
training to bridge to ITIL Version 3 with a 2-day course and exam, which coincided with 
training for those within the Department that experienced IT consolidation. 
For a visual diagram showing the change management process for the 
Department, see Appendix, Table 2. 
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 Changes in the information technology infrastructure within the Department 
under consolidated, ITIL-informed processes are divided across two axes: timeline and 
impact. 'Timeline' refers to how quickly a change must be migrated into production, 
based partly on its significance to crucial services and business processes and partly on 
other changes which might require simultaneous implementation. Changes are sorted into 
normal changes, which follow the full change management procedure as outlined below; 
urgent changes, which require the scheduling of special Urgent CAB meetings as 
described below; and emergency changes, which are identified by IT staff as requiring 
immediate implementation to preserve service delivery, are directly implemented pending 
approval, and then brought to the CAB meeting for post-implementation approval in the 
Department
60
 or, for State ITS, the change owner must submit an emergency change 
ticket through the Crystal reporting system within 24 hours after the change. 
 On the axis of 'impact', defined by the number and significance of services that 
will be impacted by the change, changes are sorted into Level 1 Service or 'minor' 
Requests - “[p]reauthorized and well defined requests that do not require RFCs”61 
(instead substituting a change tracking system internal to an IT help desk); Level 2 or 
'normal' Changes – changes with impact so limited that they may be applied on the 
initiative of a pre-approved Subject Matter Expert (SME) without CAB approval; and 
Level 3 'significant' Changes, which require CAB approval because of their broad impact 
and potential complications. There are also 'major' changes, which require executive 
approval above the CAB level – major infrastructure changes with very broad impact or 
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scope that require 20 business days or more of lead time and extensive communication 
(one recent example was a change of power provider at the State ITS office). 
 Within the IT offices of the State of North Carolina consolidated under the Plan, 
RFCs are handled as 'tickets' or documents. Change request tickets originate in the 
Remedy® ticketing system, the third system used by ITS since ITIL implementation 
began which was selected for its ITIL friendliness, and change requests are reported to 
involved parties using software: the SAP Crystal Reporting System®. (For minor and 
normal requests, some departments and agencies use their own system for RFCs, such as 
the Department studied herein, which uses the open-source software package OTRS). 
Reports from the Crystal system  pull tickets and communicate information with the 
following fields: 1) a unique change number for each change request ticket, 2) a service 
impact assessment (what services the change might affect), 3) a business justification for 
the change (why the change is needed to improve or repair business processes), 4) a test 
plan including pre-testing and post-validation testing for the change, 5) a backout plan 
that will allow the change to be rolled back following errors or problems in post-testing, 
6) an install plan that outlines step-by-step how the change will be implemented, and 7) 
the name and description of the change. 
 As explained from both the Department and ITS sides, the change management 
process works as a cycle across the week to ensure that significant (Level 3) changes do 
not enter production without, if possible, a 10-business-day lead time (and a 20-business-
day lead time for major changes above Level 3). ITS seeks RFCs for significant changes 
in time for repeated testing and review through several different meetings before final 
CAB approval. On Tuesday of each week, ITS and the Department each hold their own 
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'business CAB'  to discuss and approve significant and major changes as submitted in 
RFCs. ITS attempts a 10-day-lead time for RFCs, while the Department requires RFCs to 
be submitted by 12:00 pm of Friday the previous week. This business CAB meeting 
includes representatives of all pertinent groups identified on each RFC who each speak 
on their aspect of the change request – for instance, if the change is adding storage to an 
existing server, the group in charge of the Windows server will ask whether they need to 
reboot their server at the same time. ITS encourages sharing from various groups before 
and during this CAB so that RFCs can be approved following the 10-business-day lead 
that concludes with the business CAB meeting. 
 Also approved at the Tuesday ITS business CAB meeting are changes that have 
been marked as 'expedited' changes, which are changes with scope limited to a single 
department but that still qualify as significant changes in their impact. These changes 
require only a 3-business-day lead time (similar to the lead time for the Department 
internal business CAB meeting) and the RFC must contain an explanation as to why the 
change must be expedited and why its scope is limited enough to justify expedited 
approval. ITS keeps metrics on expedited RFCs and will inquire if a department or 
agency has an abnormally high number of expedited changes. 
 On Wednesday, ITS holds its Enterprise Change Advisory Board (ECAB) 
meeting with representatives from ITS and from agencies and departments to review 
changes that will be approved at a future business CAB. Before this meeting, RFCs are 
pulled from the Crystal Reporting System so that they can be discussed. Each RFC is 
reviewed in detail, and at the same time, agencies and departments bring RFCs for a 
certain subset of significant and major changes to the table for discussion – those that will 
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affect both the agency and the department bringing the change and two other 
departments. At this meeting, departments and agencies also bring 'change awareness 
requests' that detail their need for changes to be submitted along a certain timeline based 
on their business processes. For instance, a Department that works to collect revenue for 
the State may bring a change awareness request at an ECAB meeting before January 
asking for notice of any changes that may affect their operation during tax season. 
 Following this step, there is some departure between the Department studied and 
State ITS. For those changes approved within the Department for infrastructure that has 
not been consolidated, the change owner (identified on the RFC) brings the change into 
production directly without further approval, at any time in the following four days 
outside of business hours (agreed as 7:00 AM to 6:00 PM during days of business for the 
impacted service). For changes identified and made within State ITS, the ITS office holds 
a Thursday Implementation CAB (ICAB) meeting which interview participants describe 
as the 'goalie' meeting, called such because it is the last chance to 'catch' impact and risk 
for each change that has been approved by the business CAB. This CAB reviews a report 
of all changes that are advanced to that level, minor, normal or significant, so that the 
Implementation CAB can discuss the service outages that will occur in the coming days 
as changes are implemented. 
 These changes are compiled into a Projected Service Outage Report that is 
disseminated internally to ITS and to agencies and departments. This report is created 
manually rather than automatically through the ticketing system, and its goal is to 
communicate in plain, non-technical English the changes that will be implemented in the 
coming week. This prevents any surprises for either ITS or affected agencies barring any 
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unforeseen breakages or emergencies, which in turn may be covered by an emergency 
change with later approval. 
 Implementation itself takes place, as stated before, outside agreed-upon 'business 
hours' of 7:00 AM to 6:00 PM during business days for the service in question, which 
may be outside Monday through Friday on the weekly calendar depending on the agency 
or department and service. State ITS targets Thursday, Friday, Saturday and Sunday as 
the usual days to implement changes, given a lower business load for many services and a 
schedule that fits within the above described change management process. During this 
period, the majority of changes approved by State ITS will be implemented by the change 
owner, including those significant changes approved by a CAB as well as lower-level 
changes that have been approved by a Subject Matter Expert or are minor enough to 
implement by the change owner. 
Interview participants at the State of North Carolina ITS office, and those at the 
Department studied, reported that one strength of the implementation was improved 
management of expectations through better communication regarding changes before 
they were migrated, with specific improvements to expectations as to the speed of 
moving changes into production – changes that might take two to three days no longer 
carried the expectation of entry into production in one day. In some ways, change 
management thus translates to 'expectation management' in the State of North Carolina's 
offices. Related to this, the Department studied emphasized the usefulness of ITIL 
training in establishing Key Performance Indicators (KPI) for communication of 
improvement for services outside the Department; as with the State CIO’s office, the 
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quick ability to present improvement in terms of numbers of successfully migrated 
changes was noted as a reported advantage of the new system over the old system. 
The most common reported success factor in both offices was the ITIL training 
provided through the State ITS office using outside contractors. This was reported as a 
way not just to spur the exploration of how individual departments’ business processes 
would be transformed, to “get everyone on board with why things needed to change” for 
change management and other processes according to an interview participant within the 
Department. These needs for change were identified as 1) a reported need for consistent 
processes over time and 2) proper communication about expectations for when changes 
would be implemented and who would review them. Resistance to the reported potential 
onerousness of the new processes was addressed through exploring how they would 
provide better means to communicate success to key stakeholders in the legislature and 
the executive-level offices; there was a positive perception of focus on “numbers” that 
would be meaningful both to those stakeholders and to customers. The classroom 
experience of ITIL training allowed for department-level inspection of existing processes 
with the common perspective of ITIL-informed processes.  
Comments within interviews suggest that having a framework and language in 
common to discuss the change management process and quantify its results was as 
important or more important than the reported usefulness (before implementation began) 
of that framework over others in creating efficient and effective processes. Although 
‘culture’ was not mentioned directly as it was in the CIO officer interview, the interview 
participants all stressed that a common language, common expectations based on specific 
plans, and transparent interdepartmental communication concerning ongoing team efforts 
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to carry out implementation were reported important to the creation of a change 
management process that everyone could “live with” and carry out regularly while 
improving existing services. Other identified success factors fell under the leadership of 
management grouping outlined above. All participants were aware of the State CIO’s 
office as a “champion for change” for ITIL processes through the Plan, and two noted the 
creation of an Enterprise Project Management Office for State IT as a positive 
development at around the same time that the IT Consolidation Plan was brought into 
play. 
 
Change Management in a State of North Carolina Department without ITIL 
Implementation 
 In another State Department studied, ITIL training had involved two members of 
staff but ITIL best practices had yet to be implemented for the change management 
process. This Department was not identified as one of the agencies covered by the IT 
Consolidation Plan’s three phases to date and thus not included in ITIL implementation 
for change management processes to date, and would presumably be included in the 
‘subsequent phases’ that the Plan identified to address agencies after Phase III. 
Investigation of this Department illustrates practices for change management within a 
North Carolina State agency under the Executive branch prior to implementation of ITIL 
best practices. The Department’s IT office handles information technology used by 
Department personnel in all 100 counties in the State, with estimates of the machines 
covered at close to 2,000. Change management and other processes are handled by a 6-
person help desk and a network of physical and virtual infrastructure.  
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First, it is important to note that the Department’s current difference from ITIL-
informed processes elsewhere in the State reflects policy external to the department and 
the intent and practice of a gradual schedule for State-wide implementation within a 
larger plan. Any deficiencies, compared to ITIL-informed processes, that have been 
identified here are not presented to pre-judge the true effectiveness of existing processes 
compared to ITIL-informed ones, which is outside the scope of this study; nor would it 
make sense to read them as deficiencies of the specific Department, its policies or plans, 
or as ‘deficiencies’ in any normative sense. They are instead presented here to investigate 
the needs for process transformation already presented by the State CIO’s office and to 
preserve a narrative of pre-transformation processes that may disappear (both processes 
and narrative) as consolidation continues. Simply put, ITIL does not heavily inform 
existing processes in the Department because that aspect of the Plan has not yet ‘reached’ 
the Department. In current published IT Consolidation Plan materials regarding goals for 
ITIL-informed change management processes, the Department is identified by its 
absence: subsequent phases of the IT Consolidation Plan are intended to include the 
Department and other Departments not yet included in ITIL-informed transformation 
under the three phases of the plan to date. As with all plans dependent on continued 
support from leaders and continued allocation of resources, its future cannot be predicted 
with absolute certainty. However, interview participants report that State CIO actions 
under the existing plan have made concrete strides toward State-wide consolidation, as 
intended under the plan, by including the Department in ITIL training alongside others, 
so the inclusion of the Department in eventual service transformation is more than 
theoretical or ‘on paper.’ 
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ITIL training for the Department so far has consisted of IT managers’ 
participation in ITS-offered courses in 2008 and 2009 for ITIL Version 2, and further 
coursework for recertification when ITS offered it for ITIL Version 3. Interview 
participants report that their impression was that ITS management was pushing 
certification initially for Version 2, and that there was some “pushback” against ITIL 
coursework and implementation from other departments, corresponding in many ways to 
challenges for IT offices identified in previous studies as described above. From the 
interview participants’ perspective, some involved from other Departments were 
discouraged by the number of meetings involved, the standardization of format for 
documentation, the new separation and delegation of responsibilities at different stages 
and the increased time needed to allow for rollback under new ITIL-informed processes. 
One interview participant in an administrative role in the Department’s IT office 
expressed the belief that “no single plan can cover everything” and stressed the 
importance of flexibility when encountering the unexpected. The participant stated that 
the ITIL best practices and related coursework were a positive development for the 
Department because previous experience with change and incident management (before 
ITS-offered coursework) had led them to conclude that they “should be doing something 
other than what [they] were doing” before ITIL training. Interview participants report that 
ITIL training informed current change management processes but stated that no formal 
revision of processes focused on ITIL best practices had yet occurred (again, this 
Department was not part of the three phases to date of the IT Consolidation Plan). 
For a visual diagram showing the change management process for the 
Department, see Appendix, Table 3. 
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Change management context and procedures for the Department are as follows. If 
hardware service is needed that cannot be carried out by Department representatives in 
the field, machines are brought into the central office in Raleigh from around the State by 
representatives. Because of the increased speed of broadband Internet, software issues 
can usually be initially investigated through use of a remote tool to connect to machines 
which has reduced travel time. In recent years, the Department has increased rollout of 
web-based applications and retired less-connected legacy systems, which has in turn 
allowed for single-spot updates to critical software with click-once Windows deployment 
that checks server for updates automatically. 
Hardware and software change proposals have differing origins and follow 
different routes, although participants stressed that careful review by system 
administrators prior to implementation occurred for both, at least in cases where the 
change was not immediately necessary to maintain critical systems. Changes to existing 
hardware systems are usually prompted by the availability of updates as communicated 
by vendors or internal administrators, such as firmware updates as recommended by LAN 
administrators. The beginning of the change process for hardware is usually within the IT 
office. Software updates may be requested by users and reviewed by administrators, and 
may be reactive to incidents that arise. IT personnel consult with vendors for possible 
fixes depending on the incident, and interview participants within the Department report 
that vendors often respond that they have never encountered the particular problem 
before and have no existing known fix, so the Department often pursues in-house 
solutions with input from vendors. 
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 The window for building and implementing changes is based on the nature of the 
change, and performed on demand by the IT office. If the IT office recognizes the change 
as critical to maintaining current systems, changes are put into production immediately 
after IT personnel consult with the director of the division that will be impacted regarding 
the risks. Other changes are built and tested ad hoc and implemented during a standard 
maintenance window for all Department systems on Saturday of each week. IT personnel 
then test the impacted applications in the field before the beginning of the work week on 
Monday. Changes are usually moved into production manually by the person writing the 
code or seeking to apply the patch, and tested by the same both before and after 
implementation. 
 Customers within the department and IT personnel sometimes communicate the 
need for changes and the tracking of a change into production through a ticketing 
application, and sometimes through “regular” channels of email, phone and in-person 
communication. The Department has used an application for ticketing incidents and 
changes since before ITIL training (Spiceworks™), and in the last 1 to 2 years has rolled 
out a new ticketing application (BOSS Assist™, described by the vendor as “aligned to 
the 'Best Practices' recommended by the ITIL v3 framework”62). IT managers within the 
Department have pushed Department staff to put in tickets for changes using the new 
software but this process is not yet fully realized or standardized. In addition, tickets from 
the previous system have been successfully imported into the new system and can be 
accessed and reviewed to track ongoing issues, but the enhanced search capabilities 
within the new ticketing system, while effective for searching tickets created within the 
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system, cannot be used effectively to search tickets from previous years due to 
incompatibility between the previous application’s SQLite database and the current SQL 
Server database. (This has reduced effectiveness somewhat for one benefit of the newer 
ticketing system - automatically suggesting relevant previous fixes for similar problems 
when the end user begins to enter information for the subject line of a new ticket.) 
 Interview participants within the Department recognized limitations of the 
existing system for change management. A participant in an administrative role who had 
undergone ITIL training noted the lack of standardized or required rollback procedures 
for changes. When tickets are used to track changes within the system, rollback 
procedures are not required or included within the documentation. Rollback for software 
changes is mainly done through retention of the last version of the code used before 
migration, to be placed back into the environment in the event of complications arising 
from a change, as changes are often published manually by updating the code. Rollback 
procedures for hardware changes are kept and communicated on paper. Tickets are 
mainly used for documentation of “what has been done and the time spent on it”, and this 
process documentation happens after the change has been put into production.  
Testing of proposed changes before they were placed into production was also 
reported by interview participants as an area for improvement. While changes are tested, 
there are no standardized procedures for testing, whether before or after the change is 
implemented in the ‘true’ working environment. Interview participants expressed the 
need for a dedicated testing environment beyond the use of machines already dedicated to 
development, stating that resources for testing beforehand would save resources in the 
short-term and long-term. Testing may be done in an ad hoc testing environment created 
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on the spot, or may be restricted to testing done after the fact in the “real” working 
environment during the weekend window for implementing changes. Participants 
reported that they did not feel they had access to a “true test environment” for hardware 
or software changes that would reflect possible problems for end users, and expressed the 
need for more hardware overall for development, testing before the fact and testing after 
the fact for changes. They reported complications that arose for lack of these 
environments and standards. An update to 10 to 15 servers was tested on a server 
dedicated to development, using virtual servers; when the patch installed did not work, 
the manual rollback implemented brought down the host server as well, with extra work 
put in by IT workers to fix the problem.  
 Interview participants also suggested that improved processes for documentation 
and communication of changes before their migration into production could help prevent 
potential incidents where the exact nature of a change was misidentified, carrying 
unexpected consequences in extra work time. When an office from another department 
was integrated into their own, an update to that office’s machines’ encryption software 
was necessary for end users (upgrades for the software transfer keys from old agents to 
new agents automatically). When the update was applied, Department workers quickly 
realized that the update from the vendor they applied had been misidentified as the one 
they needed, and carried out a rollback based on an earlier version of the software. 
Interview participants stated this demonstrated the necessity of going through changes 
step-by-step with a vendor and the potential for an improved system of communication 
with knowledgeable parties during change implementation, and informed their own 
improvement of communication from that point on. 
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The difference between ITIL-informed processes elsewhere in the State and 
processes currently in place in the Department was recognized by interview participants. 
It must be reiterated that the difference was not for lack of will to change existing 
processes nor due to any resistance to ITIL as best practices, but a reflection of 
externally-created policy; the Department was not included in the agencies covered by 
the three phases outlined in the IT Consolidation Plan to date and would presumably fall 
under future plans for implementation. ITIL training was described as a positive 
experience. Interview participants agreed that implementation of ITIL-informed 
processes for change management could help address some of the issues that complicated 
change management. They identified and expressed needs for change management 
improvements drawn from experience that they felt should be addressed by revised 
processes. These included: more specific and regular processes for change management 
overall, dedicated hardware resources for development, pre-migration testing, and 
‘sandbox’ testing that would better reflect the work environment and thus save resources 
overall, establishing and managing customer expectations, enforcing uniformity in 
communication of requests, and standards for specific rollback planning for each change.  
The greatest reported need for successful implementation of ITIL-informed 
processes for change management in the future was that of clear-cut, successful models to 
follow when planning processes so that improvement could happen efficiently and 
effectively without interrupting service delivery. Regarding possible future movement 
toward improved change management, participants in the Department expressed interest 
in understanding exactly how ITIL-informed best practices translated into step-by-step 
processes as actually used in other departments within the State. They also related plans 
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to establish repositories of institutional knowledge that had not yet been documented and 
expressed the belief that this would be necessary to improve processes; high-level maps 
of physical networks and machines were offered as an example goal. Interview 
participants emphasized that any process improvement for change management would 
depend on this institutional knowledge, and would require the input of everyone on the IT 
side of the department, including managers, developers, and database and network 
administrators.  
Finally, they noted that the current system, while less standardized, allows for a 
personalized customer service experience. Some customers within the Department felt 
comfortable with tools such as the ticketing system’s suggestions for fixes based on data 
entered into the subject line of a request, reducing the number of incidents escalated to 
the help desk, while others expected more direct face-to-face assistance with IT issues. 
Participants reported that any revised system must manage customer expectations across 
both groups regarding what services they would receive, expected response times and 
realistic windows for updates and other changes. 
 
Discussion 
 In 2011, a State-commissioned information technology infrastructure study and 
assessment (INSA) by TPI, a unit of Information Services Group, Inc., was completed for 
all Executive-branch agencies in the State of North Carolina.
63
 This study assessed the 
operations of IT departments for each branch, whether internal or State ITS, to provide 
recommendations for in-sourcing or outsourcing IT functions, including assessing 
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completeness of Information Technology Infrastructure Library (ITIL) implementation 
for different service processes as outlined in the IT Consolidation Plan. Findings 
demonstrated that while completeness of implementation across all processes was mixed, 
eight out of ten executive departments met or exceeded goals for change management 
processes (including the consolidated Department studied),
64
 with overall assessment for 
change management processes across all agencies within goal range.
65
 Outside 
assessment thus concurs that goals for implementation of change management were met 
for the consolidated Department and State ITS. 
 In both reported critical success factors for implementation at State ITS and the 
consolidated Department, and CSFs predicted for future development in the Department 
that had yet to be consolidated, communication- and education-related factors related to 
the creation of intellectual capital were the most common, which is consistent with the 
literature to date.
66
 Specifically, the following previously identified communication- and 
education-related factors appeared in interviews and documents:  ITIL training provided 
to IT staff
67
, a transparent process of implementation
68
, and interdepartmental 
communication and collaboration.
69
 The term “common language” appeared across 
interviews, sometimes attributed to ITIL training, as an intermediary effect of both 
transparency and education that contributed to success.  
ITIL training was the top-identified factor across interviews with the consolidated 
Department and ITS, mentioned in detail in both interviews and also appeared in 88% of 
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primary documents reviewed. Within the Department that had yet to be consolidated, the 
top reported CSF for future implementation, mentioned in detail  by both participants 
interviewed, was education of another sort, additional to the ITIL training received: clear 
communication of the detailed processes that had resulted from ITIL implementation 
through interdepartmental communication and collaboration, and clear previous 
codification of unrecorded institutional knowledge within the Department into references 
that could be used to reform existing processes. The Department looking toward 
consolidation in the future expressed direct interest in the aspects of this study that 
described day-by-day, step-by-step explanations of consolidated, ITIL-informed 
processes for the other Department, so they could understand what processes might look 
like for their own future work. 
 Other factors found in the literature appeared less frequently in interviews and 
documents but were still recognized. The influence of high-level “champions for change” 
and ownership of the process at the highest levels (in this case in the State CIO’s office)70 
was mentioned in two interviews and 73% of primary documents, participation across the 
organization
71
 through the IT Consolidation Plan’s phases of implementation that put 
everyone “in the same boat” under a legislative mandate to consolidate was mentioned in 
one interview and 73% of primary documents, metrics that reported (or would report in 
the case of future consolidation) criteria for success in terms customers could understand 
was mentioned in one interview
72
, and the selection of a few processes that could be 
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implemented quickly for “quick wins”73 (in the consolidated Department’s 2008 plan: 
Incident Management, Problem Management, Service Level Management and Change 
Management) was mentioned in one interview and 20% of primary documents. Thanks to 
ITIL training that had included even IT offices from Departments that were not part of 
the currently-delineated phases for implementation, there was also a positive impression 
from both participants from the non-consolidated Department of the work of outside 
consultants in conducting ITIL training, although an individual in one Department 
studied reported that trainees from other offices in the State offered “pushback” to 
training during the sessions - not out of criticism of the contractor’s competency or 
presence but against inefficiencies the critics predicted would result from ITIL-informed 
processes.  
 The study offers an example for public sector practitioners regarding ITIL-
informed change management processes as part of a mature implementation and how 
radically they may transform change from previous practices. While previous cross-
organizational studies reveal a multiplicity of success factors, this deeper investigation of 
different departments in one organization, across two departmental IT offices and one 
central IT services office, quickly identified ITIL training and the communication it 
facilitates as the primary key success factor. The benefits of senior management 
leadership, recognized as important for success, appear within the government of the 
State as the result of strong legislative action that leads to senior officers seeking 
innovative solutions from outside. Since a legislature is not likely to view ITIL or ITSM 
or even service-oriented internal processes as ends in and of themselves, the route from 
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legislation to real processes in the State of North Carolina may be observed as an 
example: the legislative mandate was to consolidate to reduce cost for IT services 
whenever possible, and ITIL guidelines appeared to the CIO’s office as part of a multi-
pronged approach to gradually reorienting processes under one roof. Service-oriented 
processes may become priorities for government IT, in other words, when they are 
perceived as a way to cut costs by controlling authorities. 
  In regards to those pursuing information systems projects, reviewing the 
processes themselves shows how the complexity of the ITIL-informed process compared 
to the process used by the other Department may appear daunting; however, this occurs 
within the context of a comprehensive IT consolidation that removed the onus for much 
of the process from the Department and placed it within a central IT services office. 
Additionally, those in the Department not yet consolidated voiced their frustration at a 
lack of resources for testing environments, something not directly addressed by ITIL 
guidelines, which are not prescriptive. This indicates an unspoken aspect of successful 
implementation: it may require material investment beyond training, even as training and 
planning for implementation provides a venue to discuss resource limitations honestly. 
The not-yet-consolidated Department also expressed a strong interest in the exact sort of 
description and diagrams found in this study; clear and practical examples may provide 
powerful material for building support for change among stakeholders. Also key were the 
common culture and language which linked those managing the project with those 
carrying it out. The training and the outside push of consultants conducting that training 
created a sphere for discussion of both needs and goals, which was emphasized by some 
participants as necessary for realizing success in the project. 
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 Limitations in this study may inform future inquiry into ITIL-informed processes 
in the context of Critical Success Factors. First and most importantly, recruitment was for 
participants with deep knowledge of change management processes and was thus not 
randomized, and participation was based on willingness to respond to inquiries about 
change management regarding ITIL implementation. Thus it probable that there was an 
element of selection bias in the relatively small number of participants; those who 
responded expressed a positive impression of ITIL during interviews, but those with 
more negative experiences or who felt unsure about their knowledge of ITIL may have 
self-selected out of the study. The original plan for this study included a survey tool to be 
distributed among customers of each IT office with open-ended and Likert scale 
questions to determine customer satisfaction with ITIL-informed change management 
processes and compare it with customer satisfaction for processes before ITIL 
implementation, with the intent of introducing a measure of customer satisfaction to 
evaluate ITIL best practices for change management, which pursue KPIs based around 
successful resolution of issues rather than subjective measures of customer satisfaction. 
The distribution of this survey tool was not possible through the channels by which 
inquiry was made as to the details of ITIL processes, and this may still be a fruitful area 
for future inquiry. The investigation also encountered a potentially complicating element: 
during investigation, the State experienced a change in political leadership and the 
election of a new governor whose stated intention of a “culture of customer service” in 
State governance led to the gradual appointment of new cabinet officials and agency 
heads over the year that followed.
74
 There is no way to tell, in the early months of the 
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new administration, whether this served as a disruptive or constructive force for 
transformation of IT services in general or for the investigation of those services here, but 
every study of ITIL-informed processes, just like the implementation of those processes 
itself, runs the risk of a policy shift which adds unknown and yet-unknowable factors to 
the equation of success. 
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